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Intro
The Development of Smartphones and Forensics
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From mobile- to smart-phone

1986 today1998
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Why we choose Android ?
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The case of 
mobile-phone-forensics
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The case of 
mobile-phone-forensics
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Differences in digital 
forensics

unstandardized interfaces

tools like dd not available

its hard to get the data

system protection measures are hard to crack
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Cracking the Screenlock
Face - Pattern - PIN
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Face-Recognition
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just take a picture of the smartphone owner

hold this picture in front of the smartphone 
when unlocking it

Face-Recognition
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Gesture-Lock
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the gesture is hashed with sha-1

this hash is stored in a special file called 
gesture.key in /data/system/

you can crack the gesture-lock with a 
rainbow-table

Gesture-Lock
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PIN- / Password-Lock
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PIN- / Password-Lock

PIN and Password are handled identical

the PIN/Password is hashed with sha-1 and a salt

this salted hash is stored in a special file called 
password.key in /data/system/

the salt is stored in /data/data/
com.android.providers.settings/databases/settings.db

you can crack the screenlock by recalculating the hash 
(very time-consuming)
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How to get the data ?
The old and expensive Ways
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Desoldering of the 
memory module

You need special and expensive hardware 
(about 20.000 EUR)

high complexity

high risk of damadge

best results
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JTAG-Interface

not all smartphones have a JTAG-Interface

you need special hardware (about 200 EUR)

complex but not as riskfull as desoldering

very good results
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Software Agents

SA‘s are apps installed directly on the device

use permissions to get access to databases on the 
system

can be fooled with the help of „shadow-
databases“

data on the smartphone gets modified

results are not trustfully
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Common Software 
Solutions

Software gets installed on the investigators machine

communicates through 
the data cable

uses drivers and protocolls
 of the smartpone

limited access to stored data
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Forensic Analysis
Analysis of an Android Smartphone
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Why getting ROOT ?

Linux is using well known authorisation 
concept (users/groups)

Android protects the application data

=> you need to be root !
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All I want to be 
- ROOT -

Samsung and HTC have unlocked their bootloaders

Exploits to unlock other/older bootloaders are in the 
wild (Gingerbreak, RageAgainstTheCage, etc.)
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Flashing a new/modified kernel

Boting into an own Recovery-Image

=> afterwards you get a root-shell

=> system protection measures can now be cracked

All I want to be 
- ROOT -
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Where is the important 
data ?

Each app has its own database (SQLite)

The application data is located at

/data/data/....

/sdcard/data/data/....

Documents, pictures and music is located at

/sdcard/....

Each app has its own area in the RAM
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Which structure does 
this data has ?

Internal Memory

YAFFS 2

EXT 4

SD card

FAT / EXT 3

RAM

slightly modified hprof
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Which structure does 
this data has ?

Pictures are JPEG

look for EXIF data

Databases are SQLite

write your own parser

or use tools like:

SQLite Database Browser

Firefox SQLite Plugin
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Example: SMS
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Example: SMS
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Example: JPEG

EXIF data of a JPEG file:

Location of the picture (GPS)

Camera type

timestamp
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Example: JPEG
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Example: RAM

until Android 2.3

kill -10 <pid>

since Android 2.3

Dalvik Debug Monitor Server
(DDMS)
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Example: RAM
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Android Data Extractor Lite
Automated Smartphone Analysis
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What is ADEL ?

A fully automated tool to forensically analyze Android 
smartphones

Python based

Unitized layout

Analyzes databases of well known apps

Extracts EXIF data from JPEG files

Generates movement-profiles

Works on Linux and Mac OS X
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-­  reboot  system  now
-­  mounts  and  storage
-­  enable  adb
-­  dump  partitions
-­  power  off
-­  +++++Go  Back+++++

ADEL  Recovery  v1

root shell

enable/disable adb

create dd dump of any partition

mount/unmount partitions

loadable in RAM with the help of  
fastboot

Recovery-Image
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https://github.com/mspreitz/ADEL

open-source version is available on:
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Workflow
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Movement-Profiles

Most of the apps store location data

Android has its own cache files for wifi and 
cell related location data

Even widgets store location data

GoogleMaps stores navigations

The browser stores local search results
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Movement-Profiles
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Analysis of Android Applications
Android Malware
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we analyzed over 300.000 apps from official and in-
official market-places

we found over 44.000 malicious applications

even some zero-days

we clustered them into 152 malware-families

Android Malware
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Families that steal personal information                                     51,3 %

Families that send premium rated SMS messages                          30,1 %

Families with characteristics of a Botnet                                    23,5 %

Families that contain Root-Exploits                                            18,3 %

Families downloaded from the Google-Play Market                         11,3 %

Families that install additional applications                                   10,4 %

Families that steal location related data                                      8,7 %

Potentially unwanted applications                                              7,8 %

Online-Banking Trojans                                                           3,5 %
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How do apps look like?
META-INF: directory containing certificates

lib: directory containing the compiled code that is specific 
to a software layer of a processor

resources.arsc: a file containing pre-compiled resources

res: directory containing resources not compiled into 
resources.arsc

AndroidManifest.xml: an additional manifest file with meta-
information of the application

classes.dex: the compiled classes in the dex file format
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Which tools do I need?

Android SDK (aapt)

dex2jar

JD-GUI
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Thank You for Your Attention !

Michael Spreitzenbarth

Chair for IT Security Infrastructures

University of Erlangen-Nuremberg

91058 Erlangen-Tennelohe 

michael.spreitzenbarth@cs.fau.de

forensics.spreitzenbarth.de
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